
IETF OCM WG Interim Meeting 2026-04-21

Micke Nordin

OCM:     kano@sunet.se@sunet.drive.sunet.se
e-mail:  kano@sunet.se
Matrix:      @kano:sunet.se
ActivityPub: @kano@social.sunet.se

WebApp Sharing



What

A proposal to properly specify how web applications (Collabora, JupyterHub, etc.) are 
shared and accessed across federated OCM servers.

Replaces the underspecified webapp protocol object in RFC Section 6.



Why

The current webapp protocol has only three fields: uri, viewMode, sharedSecret.

Authentication problem: existing implementations embed credentials in URLs, 
exposing tokens in browser history, server logs, and Referer headers.

Embedding gap: no guidance on how to present remote apps to users (iframe, popup, 
redirect).

A webapp share is "a resource together with the app to use it",
this needs a proper specification.



How

Layer 1: WebApp Embedding Capabilities
Servers advertise which presentation modes they support (iframe, redirect, popup).

Layer 2: Enhanced Protocol Object
The webapp object gets new fields: permissions, appName, appIcon. viewMode becomes the 
presentation method.

Layer 3: Application Access Protocol
Token exchange via code flow + Form POST authentication. Credentials never 
appear in URLs.



Layer 1: Embedding Capabilities

New capabilities advertised in the discovery endpoint:

accept-webapp-iframe
  Embed remote webapp in an iframe within local UI.
  Requires CSP frame-ancestors coordination.

accept-webapp-redirect
  Redirect the browser to the remote application.

accept-webapp-popup
  Open the application in a new window/tab.

Senders check receiver capabilities before creating shares.



Layer 2: Enhanced Protocol Object

viewMode (required)
  Changed from permission to presentation method: "iframe", "popup", or 
"redirect"

permissions (required, array)
  WebDAV format: "read", "write", "share"

appName (optional, string)
  Human-readable app name, e.g. "Collabora Online"

appIcon (optional, string)
  Absolute URI to application icon for UI display



Layer 3: Secure Access Protocol

Step 1: Token Exchange
Receiver exchanges the sharedSecret for a bearer token via the sender's tokenEndPoint (OCM 
Code Flow, HTTP Signatures).

Step 2: Form POST Authentication
The receiver delivers the access_token via an HTML form POST — never in a URL. The form 
target depends on viewMode (iframe, _blank, or _top).

Result: credentials never appear in browser history, server logs, or Referer
headers.



Integration Examples

WOPI-based apps (Collabora, OnlyOffice)
Webapp URI = app endpoint + WOPISrc parameter. The app interacts with the sender's WOPI 
backend using the bearer token. Standard document editing flow.

JupyterHub
The shared resource is a complete computational context: notebook + data + runtime. A custom 
JupyterHub authenticator extracts the token from Form POST, validates it, maps to a user identity, 
and serves the notebook.

PostMessage (optional)
Iframe hosts may use the WOPI PostMessage API for lifecycle events (close, load
status, focus). OCM does not prescribe its own protocol here.



End-to-End Flow Example

Alice (sender) shares a Collabora document with Bob (receiver):

1. Bob clicks "Open in Collabora" in the receiver's UI.
2. Receiver POSTs the sharedSecret to sender's tokenEndPoint.
3. Sender returns an access_token (e.g. 10-hour WOPI token).
4. Receiver generates HTML with a Form POST into an iframe.
5. Browser submits the form with access_token in the body (not the URL).
6. Sender validates the token, returns the Collabora editor.
7. Bob edits the document. Collabora calls sender's WOPI endpoints using the token.



Open Questions for Discussion

Are accept-webapp-iframe, accept-webapp-redirect, and accept-webapp-popup the 
right capability names?

Are there other integration patterns beyond WOPI and JupyterHub that need 
consideration?
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